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(57) Abstract: 

PROBLEM TO BE SOLVED: To generate random 
number data which are irregular and hardly 
predicted and to generate the random number data 
fast with simple constitution by generating the 
random number data by making use of bit data sent 
through an external signal line. 

SOLUTION: A random-bit generating circuit 110 
adds bit data which changes with time according to 
process contents to be executed by a CPU to 
respective bit data stored in a 1-bit shift register 
111, a 2-bit shift register 115, a 25-bit shift 
register 122, and a 20-bit shift register 123 
constituting what is called a 48-bit M-series random 
number generating circuit Namely, the respective 
bit data AO to A19 of a 20-bit address signal sent 
through a system bus, the respective bit data DO to 
D15 of a 16-bit data signal, and the respective bit 
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mat- h^-^^asfcx-^tbTai^-r-g.a^ 

£-§h©^-*£«DI£©->:7 hl^7.*©A7jS»m;:A73 

•rzmmt, ±m^y y-wjx^^oy^m^^x 20 
nfc? a ? 4rflre&£«H&ftm^ t brsw-at* p l 

yyayyit. nm&Amizmfi-rzT-?*:" w t 

l2MS#i$fii > ±fHfgl#.tfSg2#tfi£5s!i©aj 

im&m 4 ] m&m 1 7isw*« 3 own* ice*© 

a*^EIK»C^ViT, 40 
Sic, y-fe? hB*m-^OA*lc*i;T#5'7 hk-^X 

U irny7W)ftm^<OAtllZ!&VT7nyi7m^$:& 

£-r*a?Sc3u£lHl8&. 

[m^S 5 ] ffi&S 1 7!;Si«*iR 4 ©firftjfc lcfEi&© 
a*3iJ«IIJ(&*rtjK-r*#««I C*-KTJ*t>T, £ 
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jfc-T *a»£j«l3(&!&» 6 ft 73 £ ftSSUfcx-:* Sfli V>T 

6 ] w*js 1 75SM*s 4 own* kie©© 
a»fe*iHittsi*jj«-r*#SHtt i c#- kjb u 
-r^T*ox, *t*-r**»tti c*-HtcDmnr. ± 
ErtiE-r -Ba»*j«iaK* <=> ffi77 £ n^aisc^-* &m 

\z£v&mt<n%mfe<nm^m*±i'zft&m^A7]m : ? 

[fll#!S7] W*«4Jc|2«©a»^lHlBS&rtiE 

^ □ ? ^56*®i&* *>mi£<ommk<Di? n i7«#*m 

ssjc^ a ? irmftm^ztoTi-rz tmm\z±mmm<o^ 
xbmw&nftL, ±m^xbmm<D^Ttmm\zya 
vy i7%±m&<DWsw\Bimz7 d ^^itm^*ai73 u 
m^^cfcom^^n^afc^-^^ffi^^^D, ^ 

^•IStofca^cx-^iiS^-^.hwfcfcKic.kO, ->x 

[0 0 0 1] 

*v 5 -f ^ izm v»*a»*j«EBSirwr*. 

[0 0 0 2] 

[££*©&«] jfi*P. -f ><r-y5?x>h*ll&*»#*«*. 

-f ^(cttttd«« n t ?s < x-^ ©-^ o k d d 
[0003] #«Mi c^-Kir#^^*nxv^^- 

^©^IESStB^lt«rKlh-r-£»fe*, ±te*gMlC?3 
-h*£^M*-K©y-^/5-1*^«, ?-^©^»9H 

o^ff^mnc, sv»*BK-r*ffla*siff-r*. y— y 
eE©%«-r^>^-u>^m^^LT0r 

[0 0 0 4] 
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#-fhu a«Lfca*asaE©«f^fl2itsffiv»Ta 

UTSftA* 3ft»&a»:A' £±iS#»ttIC 

a&AtascA' j&«-srrs»#fcs»* 10 

Sftl C*-F£2E£U!>fe«!>-C&«&ME'9'«. 

[0 0 0 5] *»«IC*-^tt'J-^/5^^ 
C#bTft&T£j£Ufca*b£i£{rr«. £©«£% 
g«bfca»b£SE©Bi#fl2fc& 

fflwca&BK^&u a«B*#a«ti c*-Ficii 
irrs. #»«ic*-Htt, wj£©y-^/5-r*£ 

b^gbTa&B' *^^)/tascB• <h±tsu 
-y/5-r**>&KiasftT*;fcas!cB t*tfcK-rs. 
«»ic*-Hit a&BtafScB' a«— grrs*§3- 20 

Kl^K U -y/ 7 -f ^ &IE&© fe & -5 1 B«t*. 
[0 0 0 6] C#-Kfttfy-^/5-r*l*ifc 

tt±iE«sBKffi3Tm»sajfc&£j«r'&aR£jsi3 

Sa»^EK5 0 O©IhI8S0T&£. a$c£j£(Hl&5 
0 0 v^t0-5 4 8 tfy hM^jafSt£fS;iilg&£ii¥tf 

My Y s s7 5 0 1, 2 tfy h->7 hp-^x^ 

5 0 4, 2 5 f-y h->7 hkv'X^ 5 0 5R^2 0 h'-y 
h->7h^?5 0 6. Ml:, Sf7h->7H/>? 30 
7.^©m^©-g"fi-*«!JS©2 0 fc? y Y^V h k^X^ 5 
0 6©A^«^ltA*T-5Sn^|5IK&«^r^J0^5 
0 7. 5 0 8S.OC5 0 9T?«^$n-5. 
[0 0 0 7] 1 \£y hz/y YWX? 5 0 1 «, CLK 
[5J8&5 1 0 J:Dffi#3n3i7Dy^m^CLKIC|ig»3b 
Tim7'J7y7Dyy5 0 2 h 5 >X y y— 
y-h5 0 3lC«tO«fi£Sn-5. ^b&V^CPUKJ: 
07HkX02E2 H«^n7 F 

l" d^e." h" izwvmfritcmzyv yyynyys 

0 2©tb**a^:x-^D, 0 ttTiU^tS. 40 
[0 0 0 8] 2b , yh->7H/^X^5 0 4, 2 5 h'-> 
h->7M^v J 7.^5 0 bJStXf-2 Oh'7 hisy bUi?X? 
5 0 6 ©im^tt, FT-5 h* hft^Jt±S! 1 fcf 

y Y~sy 501 tm um$&&w.m\zmwiL-fc 

fc©T&€>. 2fc*7hy7M/i?X^5 0 4ll 7 F V 
7, 1 5 F 2 H^S&Snfcf^t-a&^-^D, 1 . D, 2 
SH^rT*. 2 5t , 7h->7hP^3'5 0 5ll 7H 
1/X15F2H, 15F3H, 1 5 F 4 H&tf 1 5 F 5 
H3&*«KSnfcl^lra»x-^D, 3-D, 7, D, 8 ~ 
D,15, D, 0~D, 7S.OCD, 8 ~D, 1 1 €rtB^f 50 
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5. 2 0 fcf y h ~>y h V'Jy? 5 0 6(t 7^X15 

f 5 h, 1 5 f 6 urns 1 5 f 7 hj&»»#s nausea 

gC^-^D, 1 2~D, 1 5. D, 0~D, 7, D, 8~D 3 

1 s^m^-rs. 

[0 0 0 9] 

L J: 5£-r SHIM ±tE«ritoa**J«lI 

BS5 o o©Mt5a»«, -3e©««T?«ojg-rm^ 
c#-F<h©p^T^]&Dsn-5smx-*a* 

£©<£5(cagfc©£j&A^->a*#£S*x-5<!:> iff 

mtte*>mmttam<Dftmm*>-rt *>, a& a ta» 

F£&j£-r3£ -5. Hflll;:. a&b£a&B£ 

[ooio] ±isam^-^©^cj;-s.*KMi c# 
-F^U-^/7-f^©fl|ig*W5atr|»±-r-5{c:«, ii 

K*a:a*^iaB*»»**n*. b^u a»£j£in 
^**ssift;-rn«as:^/t^->©^iE?s:^s:^ 

tbi5. »k#«)»ic*-f©«^, rtirrsa* 

to o 1 1] #mmi c^-f«, u-^/^-r^ta 
m oimummiz $>%m izmsmm&m &#tfa«*is« 

^ffl-r^ i ex- fj:o *>«aa:H««ia©*ff3fl«B# 

* £affilffl|gftttttrt£|qi$£:Kft0#»tt I Cij- f 

«rtgBT?^bfcascJc»cf< ^-r s >^-cu-^/5 
-f ^6©#-u >^m^»cM-r-5 i^7.#>7.m^*{ij 

■6. C*-HtU-^/?-f ^P5©®mjtftSr 

r6]±-r3Kia, *js-e»f^-r*a***E»*qi*sn 

•5. 

[0012] *58w«, ffi]¥-ttmf&-zm&®&$:\Hm-r 
woHJiftaft^-^^fe^-rsaft^iHiis, s^a 

»fe«@»6l*?it«#!ttU c*-h, ^^a 
»*j*iii»*rtj»-r**»« i c#-F/ny-^/5-r 

[0 0 13] 

[Bm*»*-r*fc»©^gi!] *^^©^ i ©a^c^ 

[HlKtt, ^77.^- F^3nfc^©i7n->^|wiffiM-> 
7t-l/i?X^i, ±f5*g£Sc©->:7 F^v ? 7>^©^l©2JW 
±©->7 Fl^>'X^©m^©^-fh^*<*, ^fc-g-fh© 
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¥y h-x-^CDrt0 1^±©f^/ h^-^lC_h|i2^« 
[0 0 14] *&m<Dm2 <D%L§k£.f$.\Bl&\t, tlT.'T- 

h mm a tifc*g& © ^ a v ? mmm -> y h v =? x z t , 

±f2*g&©->:7 M/v J 7.^©F 1 g©2^±©->7 M/^X 
^WtbTJ©^^**, ^fc^fh©^-^^©;-' 

hl^A ^ »t ^ p y z mi%& XJjTZ 2 a y 2 ftSEMte 

a&^-^tLTW^TSai&^lHlBST&oT, ±12 

^■T^CLKtHJgSt, ±f2CLK0S&lC.£9diEJ&2ftfc 20 

i7 d v ymn&Mmm&ifStmtir t ltswirs plle 

&t1?ffif$.2tl. ±f2PLL[5J8S©ffl?j£±t2£->:7 h 
[0 0 15] *?B9i®£3 0£Lft4^leltttt, ±W2?g 1 

&®f$.-rz>?ny?m%im<D7Vv7°yuyyi$. mm 

[0 0 16] *ftm<D?&4<DfLfk±l$.\B!m*, ±f2Sgl 
7iSm3©Wi;fr©a&£j&lfiIS8K:fcvvr. Stc, Uir 
y hMXim *%<D Atl\ZI&CT&>'7 hUiSX?KV±.y 

[0017] *&9§©#&tt I C?j- Ktt, ±ES8 1 7b 

£»4©mijfc©a*^iai&*rtj*?-*#ss«i c# 
[0018] ±aasji nm 
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-b'tcDW-c, ±f2rtj«-r*a»c±j«iHiK^6w*$n 
*a»f ff -^*fflv»Ta««i8**fi-r*iw»^a*« 

[0 0 19] ±f2?g4©a£fc£fi£[m&£rtJ&U SSSEft 

$L®&<DWam®mz>7 d ytr&itmn&thti-rz 

K, y-fey b®&\ZV±y hm&ts^&MtlLtcmz. 
2 a y ?5££®&<DWiW\°l&\Z? D yZmftm^&tiit) 

■r^>tmmz±mmm(Dy L x nas*atfru ±t2^x 
-^iwtfcfetcto, ->x7=-A©gi&&a£fTi^ ±12 

[0 0 2 0] 

SIX, 3*»ft£jSB»*l*J*-r*#&ttI C#-FJH 
[0 0 2 1] (1) #&ttl CiJ-F 

*ifeig©^ftm^ai&*fi£iHiK&rt^-r-5*^tt 1 c 

7J-Fte, *T*oa»iJfcti.5'XT-AKaffl-r 
S^lt^S^bTViS. J:0A*W(C«, 01lC^-r«fc 

etsfttsiLTmts'j-y/?^ ^4 0 0 

OWS. 0!l^««ffl#^[5IfS#«i:bT©ateSrW-r€»# 
Jg«I C7J-K 1 0 0, 2 0 0, 3 0 0 AjWIM 

str^ffiii-r^isicamx'j t^»ca^#^m i c#- h 

1 0 0, 2 0 0, 3 0 0*)@CIiU 5£fll#^lHlgc# 

©as<jtc^v^T©i»«. 7J- H^aa#©»^{r«ws& 

[0 0 2 2] (2) C*-KOBiE 

#SttI C*-K 1 0 0 ty— *f/9-f ^4 0 0 t©ffl 
0 KlJ* bTrt*T*a»*J«lHlBSC J: 0 ^JiSbfclgiEfll 

a^ca^Mm-r-s (xt-^sd . iffi'j7rtc* 

^TBBEffla* a SSfll I C *- H 1 0 0 
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tt, SE©l«#fls**fflV>T&*a&aRAK3eij|U 

it, rtjiEr*a**j«iaKR:J:D5fej*ufcBaEfflaifcb 

tt, T^-fe^*ff5#S«I C*-Hfc*afcJBV>** 
#ittl C7J-F 1 0 0^63g«SnT#fca*At*« 

— srr<&*3-K:#j*tt i ctj- k i o o senr*. * 
fc, *tt«ic*-Hiooj:oaflsnT#fca*b 
*as©Bt*fl3H*«v>Ta«cBKac»u, a&B£# io 

ttttl C*-H1 0 OK»LTS«r* Ufy^S 
3) . tt&flfcl C#-Fl 0 Ott, 79te*1f5V — 

y/y-i? t&m^m Kz&mtM&mKxsM. b sa 

&B' KSMfcU aiSB' fcjUgStlTSfc&jftBi** 
»yS4) . 

[0 0 2 3] (3) *«ttIC*-HRtf'J-y/5>f 
*©«/£ 

1311 C*-H 1 0 0Stf'J-^/7-f^4 

0 0©^D-^MTaB5. fc*, *»«IC*-K 20 

200, 3 o oomfiii*. c#-f i o o tm 
[0024] c#-f i o on mmux?-f 

y©^ittIC*-Ht?$S. tBlBlfe 1 8 0 tt, u- 

1 o liaosftu amb/tj*«ife«**iE»bT# 
m% 1 3 o *-£tf#i*j«ia»fc:«ii&-r.&. nm^m 1 8 

0 eD»j«Kt3ViTtt«K:KWr*. 

[0 0 2 5] 9Uy9&Ss!mm \ 3 Ott, ±£*Simfe 30 

1 8 Od^#tl&Sns*ffiVc cJCiOBSdStl. 
>7^m^CLK£4 3 ife&£f&SgfiT&-5CPU 1 0 
3, aft£j£HBl 0 7*«^t57>yAf^ h£j& 

ibiki i o, jkit* ^(DttKDiBitem^zmtrrz. 

[0026] CPU103 l£tt, ->XrAyU 170* 
;frLTi£§fsIeIB&l 0 2, ROM 10 4, RAM 1 0 

5 . mmm& 106, at*. a&^j&ieigs 1 o i f,m 

mZtlX^Z. iMgfi[Hj& 10 2(1, 7 >xx 1 0 HZ 

^nt^Q. cpui 0 3^e,i?.nT<^^ 40 
SBic^m-r-st^tc, 7>ftioi^itsfflbfc 

ii5^&^fr£#^^-^£*StilLTCPU 1 0 3 It 
ffl?3f -5M3£ff 5. ROM10 4tt, U— 

400 £©«s«iE«g*©»«ffls**ffrs:/n2f 

7A*»iWr-5. RAMI 0 5 tt, ROM10 4CM 
t^D^^ACCPUl 0 3lC=k-g>HfTB#^^ffl$n 
*. flMMEfltffil 0 6tt, ttg<Z>1lttt. MA^Sttl 
C#-F1 0 0*»ia(i#tl/Til)Bt4»^ #-F© 
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-5. CPU10 3H U-y/7-f^4 0 0i©Iffii!l 
3©Hfffc#V», &3Sfc*i;T±B*«E««l 0 6 It 

tm-rzmmvmm&n?. a»£i£isis& 1 0 7 «, c 

pu 1 0 3iti«>3T^cDy FPxojStRiofcUT'J-y 

/5<^40 OtOfflS^SEMS^TM^-SaSx-^ 

«r±ia c p u 1 0 3 icai^-r-5. 

[0 0 2 7] aifc£j£[HlSg 1 0 7 tt, f3-^108, 
5>yAh'y b£j5K@igl 1 ORtfy-fey MSB&l 4 0 
Ti^tlS. 73-^10 8(1 CPU10 3©->X 

7A/u 1 7 o&ftvxxti-znzTFuxm^oT- 

^473-KLT7>yAfy ht«l lOICttSTj 
7>yAb> hdfej&Eggl 1 Ott, yXfAA'X 

1 7 oitfign-5T Hi^xm-^o^-^. x— ^«*§©x 
-^&i/^©ffi©m^©x-^a*rt^Tfe&T3a&x 

-^fcJgStffcTSfcJ&ICA^n, ±12x3-^1 0 8 
*^LT^©T K^X©S&£ttfc«-&IC-&?fT?3 A* 

-r h (4 8tfyh) ©a&x-^£cpu 1 0 3 cm* 

-f-5. U-fe>7 MeH&I 4 Ott, CPU1 0 3©fW«?la& 
UT0f^©U-fe^ HI§S7>^f7 F£/&IhJB&1 4 
Olrm^-T-5. &*3, ^^Ab'y h£j£lelBl 1 OR 

tfy-t? mhib&i 4 oommz^xitmzmvKsum 

[0 0 2 8] U-y/5-1'^4 0 011 7>ft4 0 
1, ±IBT>7 i x4 0 1 ^V^T^-^x-^^mofe 
Sfl*m*©3l»t£fT32tS«iai&4 0 2, *ifeitl? 
J!I&gMT&SCPU4 0 3, ±E#»«i Cjtr-Fl 
0 0 <h©ffi5§gIiE&S£ltt?®M:/D^A£tei&>lLT 
l^ROM4 0 4, CPU4 0 3 Kl«fc -5:70^7 A^fr 
^flC^ffl^n^>RAM4 0 5, -f>^-7x-^.4 0 
6, SXX, ate«4 0 7J;Di^n5. &*5, 
a^^[HlK4 0 7 tt, #&&6 I C7J- F 1 0 0 IZ\HM 

-r-sa&fesieiss 1 o 7 twi;jKij«-c*». 

[0 0 2 9] U-^/5<^4 0 0lt*3ViT, 4"*Sd? 
j6IgfT?^5CPU4 0 3ll ->X7A;U^LT 
2t§«[Hl&4 0 2, ROM4 0 4, RAM4 0 5, -f > 
^-7i-X4 0 6&Z*a»£jSimB&4 0 7ica^^n 
3ISm[Hli^4 0 2tt, gEa^7>rt4 0 

LTCPU4 0 3 iCW^J-T^t^lC, CPU40 3^e 

(Difr^^-? &m.-&tc?s;mfcm^&7 >^j- 4 0 1 * 

?>LTfg«-r3. CPU4 0 3tt, W*.tf#BSMl C# 

- f 1 0 0 i©+ss^iE5aa©siffB#ic, a&fej«iHiK 

4 0 7«^#^n5aS7-?*fflV^. CPU4 0 3 

tt, «m$n.s©is*£-r >^-7i-x4 0 6^ut 

[0 0 3 0] 04 tt, «jBBBS 1 8 0 ©#ij«sw-rBnr 

»*. ftzsumssi 8 ott, «E*iiis*«irirr *y-r*— 

F 1 8 1, 1 8 2, 1 8 3X1*1 8 4, MZfiiZ, til 
8 51?i^n5. MittSEftElol&tt, 7>ftl 0 1* 
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[0 0 3 1] H5f4, U-y/^f:^ 0 O^&OiCA 

*t©«##vc c tu%$.-z\z&'?z>mmte. y-y/ 

[oo3 2] (4) aft^iae io 
H6«, a»*«iHFisi o 7KrtKsn*9>^Atry 

1 OSyt'Jt^ Mslg&l 4 0, Sfctffc, i7 

ny^*4@isi 3 o (Dmnfcmf&zmTm-v&z. 

[0 0 3 3] (4-l)7>yAt7 b3Ef£[5JS§ 
y>yAby h£j£|aI8&l 1 Ott, V*:b»$>-5 4 8 by h 

M«5oa»^imgs*#}^T« 1 by h->7 h i^a^ 

111, 2h>hy7hk^ll5, 2 5 by h 5" 
7h^X^12 2. 2 0 by h->7 VV'JT.? 

1 2 3ltte*rt$nS3-by hx— ^K, CPU103© 

— £\ ^Wltte, ->XfA/U 17 0 2 0 tf y 

h07Fl/Xft^h , 7hf-^AO~A19, 16 
f-yh®f-?ff©Sb*7l-f-^D0~Dl 5, X 

tf. iE-©fi&©«^-t?^$nSfH 2 by h-©S-by h 

9t4 8 by HOt- ^D, 0~D, 1 5, D, 0~D,1 
5, D s 0~D S 1 5 4Mr-^itTHiM5«fS$ 

[0034] ±i&mi&&&m-?z>z.t-e. mm&vm^ 

^M<D®Mfc&fS<. : T-?&±1&'?Z> Z\ft 30 

C7J-F 1 0 0 

o £©fsraTfcft£Sfix-^£&i£LT &&&©£;£ 

K©&££W5&tC|»lht-&£<t#T£-5. 
Aby hfeSHBl 1 Ote, hl^A^&tfJDlMg 
(EXORy-h) *S8ttbfc;£tt©ttJ|ifc*j«*tMi 

[0 0 3 5] jWT, y>^Aby h£j£HJ&l 1 OCi 
f&ICO^Tf^g&fS. 7>yAb'y h£j£[§ISgl 1 0 
tt, #A$— -H (^ttW gi$tlfclf7h>7h 40 
1/^111. 2h'-yhy7M/^l 15, 2 5 
by Ky7M/yX^ 1 2 2 XX* 2 0 by h->7hk-7 
7^123, MtflC, &->7 hp v>A ;?©&*; ©£•§!-£ 
«Dg©2 0 by k>7hk^? 1 2 3 tcm^-T^OK 
Sr«^-T«>30©JinSL§il 2 4, 1 2 5, 1 2 6Tl^ 

[0 0 3 6] 2 0 b*7 t->7 h U-^X^ 1 2 3 ©AM 
TteiOirgg 1 2 6 OtfJ^SH^fcttttSn*. 2 0 by h 
•>7h l^-7X^ 1 2 3 ©ffiTjSsH^JJDggg 12 6 ©A# 
SSHrfttf 2 5 by h l^A;* 1 2 2 OA^SB^K 50 
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flSttStl*. 2 5t'7hy7M/yX^12 2©W 
W> SQ^Sg 1 2 5 ©AaSH^fttf 2 by h->7 h ly>? 
A^ 1 1 5©A^^T»CgE^^n^.. 2 by hy7Hl/ 
v'A* 1 1 5 ©m^Sxte, iJP^tgg 1 2 4©A^SgTS. 
tfl by hzs7hU>>Xd7 1 1 1 «5A**f C«***l 
3. 1 by Y~yyhV'J7,^ 1 1 1 ©ajTjSxte, flDg 

i 2 4 ©A^^icsi^^n^. urns i 2 4 ©ta^j 

WrttlnJM&l 2 5 ©ATjSSxKlgsf&SttS. iOl?§§l 
2 5 ©tb^«TttiJD^§g 1 2 6 ©ArtJffFfcSBttSn 

[0 0 3 7] ll:yhy7M/y7,^lll(i f3- 
^1 0 8^lT7HyX 1 5F2H*«Stl, 

-rzTFuxmm&fr" l" h" \z®K>&&-Dtz 

mz. *&^-T?> 1 by h^—fiZ, yXfA/U 1 7 0 
$r«tn-5 1 6 by h©x— ^ft^©b i t 0 ©-r— 
0£iOg:LT#£>*l-Sx— ^©b i t 0 <D"t—% D, 0 

[0 0 3 8] ieyh*/7H/^llltt, Jnl£g§ 
112, 7U?77D77'113, h5yX7r-y- 
M 1 4-C«^$tXTV^. iD»ggl 1 2tt, 0d;U£E 

xoRy-hti^n, misic^:t-te»n-5 2by h-> 

7 h 115 ©ffiTJtC, yXfA/U 17 0 

LTA73^n-5 1 6 by hx— ^©b i t 0 ©5^— 
^D0Sl)0g:LT#e.n-5b i t 0Of-i'*7 , J'>7' 

7n->7*i i 2\zxir?z>. 7*)y-?yuy7\ l 3 

tt» i'D7yMM07'J7 7"7P77'Ta5?) 1 ^Oy 
2XJ]1%T\ZX*li£n%2Uy2m i %C*LK<DW&?'< 

s.>if\zmmvTW){f?z>. h$>x7r-y-Mi 

4 tt, 7h'k715F2 mmR-zn. tti&-rz>7 H P 

L" ^e," H" fclHDilltoofcWPfc. 7'J 
y-fyuyfl 1 3©ttJ?jQ£SL8:x'-^D I OtLT 

[0 0 3 9] 2f-vFy7M/-7X^115(i f3- 
^1 0 8&2>LT7 h*PA 1 5F2HA«I«Sn, *fj£ 
t*7KW«fir L" H" KtJOO&frofc 

PtJC, *&iWLTV^2 by h©£-by h^-fHZ, 
?nX&ftLTXt)ZnZ> 1 6 by h^-^ffi^©b i 
t 2©x-^D 2RZfib i t 1 <T)=r— ?D 1 Stn^Lfc 
x-^D, lK.tfD, 2*aScx-^tbTttJ7jf^. 

[0 0 4 0] 0^-T«)J;5IC, 2h*7hy7H/^^ 
115H, 1 by h->7 Y-\sz?X?$:2WiW.m\zmWlV 
fcfc©T&-§. BP^. JD3¥S§1 1 6, 7'J5»77n*;7 
117.S.UC. h y > A 7 y —tf — hi 1 8T10@© 
1 by h->7 hl^A^Srfg^U ^©JD^ 1 1 9, 
7'J777D5/712 0, M H5>77r-y-h 
1 2 1T20BC1 by hy7M/y7^$Mt5. 
WTtC^f-5 2 5 by Y=/7 1 2 2&^2 

0 k'y h->7 h 1/^^ 1 2 3 &->7h 
^A*rtK****«#©*igi#J«tt±flEl by h->7 

hi'v'A^i 1 1 tmu-z&zfzib. z.z.-?<Dmm\z& 
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BS-f-5. 

[0 0 4 1] 25fc>h->7t- VJ7.9 12211 feM 
bXV>£2 5 \f.y h©#by hf-^C 7 Kl/XAX 
£tf-LXA7j3n& 2 0 fcfy h©7 FU*«^©b i t 
0~b i t 1 KD&h'y (-f-^A0~Al 1, RZS, 
7-9 /U^LTA^^nS 1 6 by V<D7—9m^ 
©b i t 3~b i t 15 ©£-b-.y hr-^D 3 ~D 1 5 
*jD^bT#?.n-g.2 5 by h©by hf-^D, 3~ 
D, 7, D, 8~D, 1 5, D, 0~D, 7K.Z/D, 8~D, 
11*, 7HW15F2H, 15F3H, 15F4H 10 
Rtfl 5F5HOaB?K«UTtfJ*r-S. 

[0 0 4 2] 2 0 If y h 9 s~7 h VV*9 12311 feW, 

snxv>-5 2 o by h©«-by h^-^(r> 

TkT$7 Hl/X^M0il§T«f$3n5 8 by h©S- 
by hf-^ b i t 0~b i t 7©&by hf-^Re 
vO~Rev7» TPUXrtX&frVTAJjZn 
§20 by h©7KWfl^©b i t 1 2~b i t 1 9 
©=S-b*y hx-^Al 2~A1 9*jD^bfc2 0t*7 h 
©f-^D, 1 2~D, 1 5, D, 0~D 3 7RZtD, 8~ 
D.154, 7HW15F5H, 15F6H;&X*15 20 

F 7 H©jiiRia&i;xffi7j-r-5. 

[0 0 4 3] ±i£-T3J;5K:. 7>^h*»y h£j£[Hig& 
110 X«» 3-by h h Uz?X9 111, 115, 

i 2 2&yti 2 3rt«::tei&<rr&&by hf-^cti 

X» ->X^AA*X 1 7 O^gitn-STKU-X^, 5*—^ 

"r*«riE*»ffl-r*. ->x^a/n*7. i 7 o ic^n-s(a# 
©«n *fT-r^s!isrt^ic#viffl^^b-r-5fcJ6, m 

^niC«t 0, #iMlC*-h*10 0i:>J-y/ 30 
SMI C#-F©&ift£#^IC|»±t-£;i<h;an?t*3. 

7>yAt*-v h^mmmi 1 on ->7M/-^ 

^&^JnDL#g (EXORy-h) *»«i/fc«fj©«J|i 
fc*Stf£x&&fcJe>, iti5£?m&©£j&£fT5;i<ha*Xi* 

•s. 

[0 0 4 4] _tfEy>yAby h£f£im?gl 10«, # 

®m<D2 0 by hiyyhl^y^9 1 2 3<VXJ]$&T\ZX 40 

h£jftlBlKl 1 0*«^4^©y7 hl^T.^ 
© F*i © 2 © -> 7 h i^X 9 © tH 73 ©-g-ff SriO®:© 2 
0 fc*y Y'y7YV^7,9 1 2 3 ©A73^T»CA73-r§« 

/j£x&n#&v>. 

[0 0 4 5] 5>^f7 hdiEJ6&[HJS&l 1 0«, 

CPU1 0 3 t«fc*Sf5t©7 Kl^X©a*?JC*H6bT^: 

x©^? hi^x^icteiw-r^by hf-^*a»f- 
r. i«±©b? h^-^sma^sfcjfc-e&nfcm so 
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[0 0 4 6] MtC, 7>yAh>ht«110ll 
#y7H/^^l:Mt54T©l:7 
fA/U 17 0©tf<> Fx— ^*HD*r-B«J**«fflL/ 

TV^Ey hf-^©rt©ia±©t'7 h7—9\Z?/X 

t^aa-x i 7 0©f7 hx-^smflcrsMrit-cftntf 

[0 0 4 7] (4-2) U "fey hHJS& 

U-fey MelBSl 4 On 2A73NANDy— h 1 4 IX 

mi$.2nz>. NANDy- m 4 1 ©Assume: nr h* 

1/7 1 5 F 1 H©7 H l/7fl^«3n, £SD©A 

h" ir«)0^fc?>wm^*^^^nxv^. cpui 

0 3 n 7 H VTs 1 5 F 1 H\ZttVT7—9e>W&&& 
^frddtX. 7>yAf7 h*J*E»l 1 0&«fi£-r 
5#y7M/-^^l 1 1, 115, 122, 123© 
U-fey F*ff^^i:^X^§. 

[0 0 4 8] (A-1)9uy95&Qim 1 & 

m6\z^-r^o\z, 9uy9ft£m } 9&\ 3 on CLK 

|5Jggl3 1. PLL132, NANDy- hi 3 

3X«i££tl£. CLK08&1 3 in «KU8&1 8 O 

frzniz&i&mmtmjjznztmmz, mfeommv 
9uv9m*% &smm &&mn t lt*s© pll@s 

13 2 Km73-r§. «»©<£ 5 Kl, P L L [eJSS 13 2 

•agniB&i 8 o*^aj73^ti-5«jE«i^m^©«fi[^tt; 
mhr»:^.^m^<D9nyi7m^mt)-r^. pll 

IeIBS 1 3 2©HWjSH t tt, 2X*NANDy-M 3 3 
©— 77©A73^ir^$nXV^-5. NANDy-M 
3 3©t>^— 73©A73^Jtn Tn-hWH^ 

1 5 F 0 H© b i t 0<D7— 9 b 0 a*A7j£*l&. il 

7KW15FOH©T-^bOIJ" L" K^JfeS 
nx*50, NANDy-M3 3H PLLHK13 1 
^£©*Dy^m^CLK©£«gm^£7>^Aby h 

£f$.m®i i o&m&L? z&isy hu-JX9 1 1 1, i 

15, 1 2 2KZX1 2 3lCttS77-r-5. 
[0 0 4 9] ±MT^«t5»C, 9ayp?&3i®&l 3 0 

©ai73-r§^py^m^©^jsigc«, «mihissi8o^ 

e»m73^n^«JE«*&«^©«e«rJ;D**-5. ^©fc 

«ivc c(c^-r-s>*x©pfln ^<rai;^-fs 

h^isi^i i o^e,ai73$n§a^-^©M«^ 
*. #»» i c» - h i o o tt< n umao^ 

SMlCA-h*2 0 0^3 0 0Ti&oTfe. S-^^Kffi 
(DiZZ^&izJ: D±S2a*5 s — ^Ott*«tO ^-f 5 

jSIhISSi l 0d^tB73$n^SLIS^-^«&73-KSlc 
^7S:§„ d©«fc5»r±|H^©^Dy^%^lHiKi 3 0 
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[0 0 5 0] ±f2#|j&©^n-.y^f££[Hl!8l 3 0 

tri5^T, CPU103i;i07h*^15FOH©b 
i t OCf-i'bOr L" H" JC*£&*.6>n 

-Si:, NANDy-hl3 3tt" H" <D2h&mt)-?Z. 
dtU'«kD> 7>^Ab*7 h£j&[H)g&l 1 0*I*T6 
#->7hl/^7.^1 1 1, 115, 12 2S.T/12 3^s 

ffil^Jhtl.. Sfe, 7HI/71 5F0HOb i t 0© 10 
f-^bO©iS" H" frZ" L" \zmz$ix.z>zt 

Sut^TfS. £©<£?(;:. CPU10 3I1 
Atfy h£jft|elKl 1 0 «rEd^R^±-rs £ <h#Tt* 
-5. 

[0 0 5 1] («)7'Jy^7ny^ 

i tf-y h->7M/^^ ill ^m^t^i/ny^mm 

S7'Jy7"7D«;7'l 1 3 tt, fiig&ABtKtH 77^-2^ 
H" l«tlABX&. ±lSjg l#|j£S 3S 

L" 2 _hHB3B 

0 %irr 

[0 0 5 2] @7lt 7'Jy7"7ny7'1130M* 
^ta-T^S, 2A*ORy-H5 0O-*OA*l 
Ttt, !>D-^OTCLK©AASfl:^$nT* 

0, ffi7j©A77^ytty-;*«^D©A773gyiCg^;* 
nTV^. ORy— h 1 5 0CC»ai7J^«2A^NAN 30 
DV-M 5 KD-7j©A^TlCgj^$tlTV^. N 
ANDf- H51 ©fflTjSHH;*, 2 A73NANDy- 

h 1 5 3 ®-7j©A77^, y- 

^SnTV^Nf V >^MO S h 7 >i?X J' 1 5 
9©h*l<"f>«&, 2 A^ANDy- h 1 5 4© 

—Jj<Z>Atli&T\Zl£WtZnT\,*2>. 2A770Ry-M 
5 2 ©-^WA^SaWi, ?Uy?m^CLK<DAJ]l% 

ORy~h 1 5 2©m77S§Ttt, 2A?3NANDy-h 40 

1 5 3 O-^OAAUfCSaHlSnTV^. NANDy 
-hl5 3©m^«T»S, NANDy— M 5 1 ©JSD 
CDATaSaH 1 , Nft>^MOSI-7>-7X^15 8ffl 

HK>«, fttf, 2 A77ANDy— h 1 5 6 © — 7j 
©ArtSg'f It&J&Sn-S. Nft>*MOSh7>7 
X* l 5 8©y-MSi:H;'Jty h*f*»SsttSftT 

vi*. NORy-h 1 5 5 cDtts^EHHa, y— ^Q©m 

TjSSB 1 , fttf, NORy-h 1 5 7 ©AAWffcSSttS 
NORy-h 1 5 7©fcH73SB 1 tt, y-^Q©s 
<K«^QB©iil773igT, SIX, NORy-h 1 5 5©A 50 
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[0 0 5 3] ±IS«fig©7 'Jy7*7Dy7l 13 fC*5V^ 
NANDy- h 1 5 l&tfl 5 3 tt, IH— 

y-hi5iti53 ©maw^ fcSsttaft*E**«Mi 

NANDy— h 1 5 1 £ 1 5 3© 

U-fey (-^©S^S^Nf t >^MO S h?>3> 
7t^ 1 5 8KJ:0EIIK#jnSn*eS*»«-r-6fc«) 
MOS hy>VX? 15 8 tra— Sfe©MOS h5>-7 
Xi^ 1 5 9 *#j£infflCRI?«. uniCit). «jfg&A 
»fc7'J>7'7ny7'l 1 3 36»6ffl*iffpDltffl*an 
^flf©tr H" Xtt" L" Tr**flMS*5 0%<CT 

[0 0 5 4] 7>yAh'yh4«110Tll ±12 
7'J»7'7Dj)7 , l 1 3i^i;M©7'J^7"7D»/7 
4 2 h*-> h^7 hl^v'A^ 1 1 5, 2 5fyb->7M/ 
1 2 2&tf2 Of*; hz/7hUi?X? 1 2 3\Zh 

&m-?z>. z.tnz^o, c>j-h* i o o©e«j 

•5. 

[0 0 5 5] (5) a.ft£/£«L3 
JKTF, ±fE$Jj£©SUSc£j£[§Jgg 1 lO&ffl^TCPUl 

o 3 ©*ff-r*a»*j«»a©rtefc"3v»TBiwr*. 

7H1/X15F 0H©b i t 0 ©y— ^ b 0*" 0" (C 
ht* Uf-y7S5) . tltU'ckO, ^Dy:7f£ 
£[°Jg§l 3 0^S©^n-y^«^CLK©Ui77;W£lh 
b, dtXlC^Vi5>^Ab*^ h£j£(Hl8§l 1 0©«jf^*i 
<?±-T-5. 7K1/X15F2H-15F7 HSI^L, 
^t57Hl/7x«^i$" L" H" iZWQm 

X., y— ^D, 0~D, 1 5, D, 0~D, 1 5, D 3 0~ 
D, 1 5Mf-^ibTa*.tt)t Ur>y7S 
6) . 3Efc»J©a»A»jJS>»a:«-&- U777S7TYE 
S) . 7 F P-X 1 5 F 0 H© b i tO ©y— j? b 0 £" 
1" Ct?HT. 5>^AtTy h^JSKiam 1 0£& 
W)2-&tc'&lZ (7>T7 7S8) , ±f2X^-vys 5JCM 
cnW±©i§L^:*^S©»^-»Ctt (7,f7 7S7t 
NO) , jSlSUTt*. ±W2a&£j&5aS£Sl|fTT5 
C tT, C P U 1 0 3 tt, aft£j£lal& 1 1 0 KLfcHT 

»?«©*< $>yTfe£3ftfc&»y-*£«iffl-r-5£ 

[0 0 5 6] (6) y^ h^a 
±i£-rS«fc^fC, a&£j£[5]i& 1 0 7 tt, ->XtA/U 

1 7 o*«En*y-^*3pjfflbT«aitt©«iv^jBjoffl 

©H»ft©*ny^«#CLK#A*3ttTV»*ttlBfc 
*5WT, 5>^tyh4*0ISllOSiJtyhb& 
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mz. #mte ICA-F100 (Dt-X hffiSSHfifLfc 

m^zmfe-rz. m&wmnnttm&izit, fxm© 
nnAmzyy^A^y h^isjs&i i oa^tu^sn 
^am^-^^iz-^mtu^. mm&'&itmm-? 
n«, a&£j&[Hig§ i o i i c#- nooo 
fWf^x hsetbTfijffi-r^^t^-e^^. assess 
mmi o 7 &TXhmmthT%m-rzz.£-e, fxh 

#ffl©lHlK^SirbT^MI C#-F 1 0 0©/hS 
[0 0 5 7] 0911 CPU10 3^5>^Ab'-yh4 10 
hT?&-5. £"f> f Pyf fg£(eJS8l 3 0©PLL[hI8& 

1 3 3 k®huh]?& 1 8 oftzm&znzmfrmmmno 
nmmfemv c c »c££u ^©^^©^ uyp 

FOH©bi t 0©^— *?h 0 £" 0" \Z±y h LT, 
itUyf&Qim&l 3 0©»f££#±, fiP^, 

try muki i o a>®jf££#ifr ^ U5r«>^s i 

0) . 1 5 F lHlC^i;- r-^ 
»*&JMMVW©«£" L" H" Kl^gl*., U 20 
•fe-y MSi&l 4 0 *«8tgLT&->7 YW7.5> 111, 

1 1 5, 1 2 2, 1 2 3rt©f-^ (7K1/715F2 
H~15F7HOf-^) £^>jyT-5 ttf f 1 

1 ) . 1 5 F 0 H© b i t 0 <D=t—^ bOS" 1 " \Z± 
•yhhX. ?Uy>75&$im&l 3 0£&»j£ii-.5 (X^ 
y/S12) . ROM 1 0 4IC|2tgTS^X Hiyn^ 

A©HfT5c7«* 7HkX15F0HCbi tO ©-7 1 — 
^b0$" 0" IC-fcyhU i7a-yi7^^lpISSl 3 Offl 
SW££#lbT3 (Xf^T'SM) . 7KW15F2 30 
H~l 5 F 7 H*MUT^t§7 H I/Xf ^4" 
L" 7&>*>" H" h^-^D, 0~D, 

15, D, 0 ~D, 15, D,0 ~D S 1 5 fe^ffl - *" (X 
T7 7*S 1 5) „ 
[0 0 5 8] rtSB©lHl^ijE^CD«-a-. JhfSX^^yS 
1 5ICi5ViT^*-mbfe#b*y h-x-^D, 0~D, 1 
5, D, 0~D, 1 5, D, 0~D, 1 5 ©fif«— ^©<I£ 

^-r. -^t, ±tix^yys i 5-tfM^-aibfca-ify 

h^-*©ffi<h#h*y h^-f©**^ mriH] 
b*«y ^-^©tttCJttfcSfifV*, SMAfllRlM^O 

6) „ tttkomm* ±ffi«*aufc#ey h^-*©ii 
t h i; k: ttiE*"? * * t « •? UT»a **i 

7T3 Uf'^S 16TYES) . — 7J. ±ffitt*ffl 
®&f*i\zmifct)*&Z>£WWiL Uf 7 7"S 1 6T?N 

o) . rt*7*-*©««*©siif*HR*ia (x^y^s 

17) ^Hfrbfe^JC^S^^Tf *. 
[0 0 5 9] HJ:l:R(W5,t5l:. a»£/£IIJ8S 1 0 50 
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7«. ->7f A/U 1 7 0 S^LTA*Sn«7 Hl'X 

JnJM&fr5fc*fB¥fc*J*©5>^Alfy h£j*IS8&l 

I OSrSffl-T-SCItT?. 0(&©/h$!flS. ffiiS&a 

I I o &#mm i c#— hi oo ©5=-x hgit bxfij 

<WB©^* MH»«M*U #MttIC 
*-Fl0 OCD/hS^&HSdi^-C^S. 
[0 0 6 0] ft43, U-y/5<^4 0 0ll #ftttl 

c#-f 1 o o 0ffl*.«aj&£j£ign& i o 7 trauou* 

©a*£jSHH»4 0 7 ZLWfztb, 

0©^rX h&mtVTfflM-?Z>Z\£-T?. IfflOfXMsl 
[0 0 6 1] 

[»9§©»*j **wo* 1 oaafc**ia»tt, jmwi 
^niKfltnsify h^-^^jffluxasc^-^*^ 
-rsfc©. suHttcDMv^ffoBXikaKT 9 — 

[0 0 6 2] *369iO*2 0a»*«lHl»Ttt. 

mmmm&m^tmcmmmzw&-rz> 
s^2©a»^iiiss&rtj8i-r-s#stti c 

[0 0 6 3] &%W<D?& 3 ©a^^fi£lEl^«. ±SS» 1 

X«m2©a»*^lEiKir^v^T. Sir, #->7h^ 

A^fJrai7J3n-5x-^*«" H" Xtt" L" T*-5ffi^ 

*5 oasic-r-5Jii:**-c€rs. ^nicto, nm.<D&\ 

[0 0 6 4] *«W©SB4©a*5feJ«l3ttf4. ±IE^n 

*»©a»:±ri6iaiSfc*v»T, ^Sfcjsux. 
j»f «#©m*s#ihxtt»f^3fa-*::t* t -r**. n 
ntccko, 3fj6©^-f5>^©a»5 f -^©tt*aD*» 
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* NOTICES * 

iTPO and NCI PI are not responsible for any 
damages caused by the use of this translation. 

1 .This document has been translated by computer. So the translation may not reflect the original precisely. 
2.**** shows the word which can not be translated. 
3. In the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim 1] The circuit which searches for the sum total of the output of two or more shift registers in two or 
more clock synchronous type shift registers by which cascade connection was carried out, and two or more 
above-mentioned shift registers, and inputs into the input terminal of the shift register of the first rank the 
total data for which it asked, It has the clock generation circuit which inputs a clock signal into each above- 
mentioned shift register. It is the random-number generation circuit which outputs the bit data which each 
shift register outputs as random-number data. One or more shift register in two or more above-mentioned 
shift registers The random-number generation circuit characterized by having an adder circuit adding the bit 
data inputted into an external signal input terminal and one or more bit data in the stored bit data through the 
above-mentioned external signal input terminal, and outputting the bit data after addition by the adder circuit 
as random-number data. 

[Claim 2] The circuit which searches for the sum total of the output of two or more shift registers in two or 
more clock synchronous type shift registers by which cascade connection was carried out, and two or more 
above-mentioned shift registers, and inputs into the input terminal of the shift register of the first rank the 
total data for which it asked, It has the clock generation circuit which inputs a clock signal into each above- 
mentioned shift register. It is the random-number generation circuit which outputs the bit data which each 
shift register outputs as random-number data. The above-mentioned clock generation circuit The random- 
number generation circuit characterized by consisting of a CLK circuit which generates the clock signal of a 
predetermined frequency, and a PLL circuit which receives the clock signal generated by the above- 
mentioned CLK circuit as a reference frequency signal, and outputting the output of the above-mentioned 
PLL circuit to each above-mentioned shift register. 

[Claim 3] In a random-number generation circuit according to claim 1 or 2, the flip-flop of a clock 
synchronous type which constitutes the above-mentioned shift register It has the same drive capacity as the 
1st component which makes "H" the data outputted to a power up, and the 1st component. The random- 
number generation circuit characterized by having the 2nd component which sets to "L" the data outputted to 
a power up, and connecting wiring and the transistor of the respectively same capacity to the output terminal 
of the 1 st and 2nd components of the above. 

[Claim 4] It is the random-number generation circuit characterized by to have the logical circuit which it has 
further the reset circuit which outputs a reset signal to each shift register according to the input of a reset 
demand signal in a random-number generation circuit given in any of claim 1 thru/or claim 3 they are, and the 
above-mentioned clock-generation circuit suspends the output to each shift register of a clock signal 
according to the input of a clock stop signal, and outputs a clock signal to each shift register according to the 
input of a clock actuating signal. 

[Claim 5] The noncontact IC card characterized by connecting to the above-mentioned external signal input 
terminal the predetermined signal line which is the noncontact IC card which contains a random-number 
generation circuit given in any of claim 1 thru/or claim 4 they are, is equipped with the control means which 
performs communications processing between the reader/writers for noncontact IC cards concerned using the 
random-number data outputted from the above-mentioned random-number generation circuit which carries 
out built-in, and is used by the above-mentioned control means. 

[Claim 6] Reader/writer for noncontact IC cards which is the reader/writer for noncontact IC cards which 
builds in a random-number generation circuit given in any of claim 1 thru/or claim 4 they are, and is 
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characterized by to connect to the above-mentioned external signal input terminal the predetermined signal 
line which is equipped with the control means which performs communications processing using the random- 
number data outputted from the above-mentioned random-number generation circuit which carries out built- 
in, and is used by the above-mentioned control means between corresponding noncontact IC cards. 
[Claim 7] Build in a random-number generation circuit according to claim 4, and it has the control means 
which performs predetermined processing using the random-number data outputted from the random-number 
generation circuit concerned to build in. In the condition that the predetermined signal line used by the above- 
mentioned control means is the test approach of the equipment connected to the above-mentioned external 
signal input terminal, and the clock signal of a predetermined frequency is outputted from the clock 
generation circuit After outputting a clock stop signal to the logical circuit of a clock generation circuit and 
outputting a reset demand signal to a reset circuit Test processing of the above-mentioned equipment is 
performed at the same time it outputs a clock actuating signal to the logical circuit of a clock generation 
circuit. The test approach of the equipment which reads the value of the random-number data which output a 
clock stop signal to completion and coincidence of the above-mentioned test processing in the logical circuit 
of a clock generation circuit, and are outputted from an output means, and is characterized by performing 
malfunction detection of a system by the comparison with the random-number data and criteria data which 
were read. 



[Translation done.] 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention] This invention relates to a random-number generation circuit and the random-number 
generation circuit especially used for the reader/writer of a noncontact IC card and the noncontact IC card 
concerned. 
[0002] 

[Description of the Prior Art] In recent years, many thin noncontact IC cards equipped with an intelligent 
function or a rewritable memory function are offered. A noncontact IC card is characterized by the ability to 
perform an exchange of data, without making it connect with reader/writer. A noncontact IC card is used for 
commuter passes, such as a prepaid card, a key of a door, an electric car, and a bus, the lift ticket of skiing, 
etc. 

[0003] In order to prevent the unjust outflow and alteration of data which are written in the noncontact IC 
card, the reader/writer of the above-mentioned noncontact IC card and the card concerned performs 
processing which attests each other, before exchanging data. Reader/writer performs mutual recognition 
processing between the noncontact IC cards which have answered a letter in the predetermined response 
signal to the polling signal which self sends. The approach using an encryption key as the approach of mutual 
recognition processing is learned. 

[0004] Hereafter, the mutual recognition processing using the code performed between a noncontact IC card 
and reader/writer is explained briefly. First, reader/writer transmits the random number a generated inside to 
the noncontact IC card. A noncontact IC card changes the received random number a into a random number 
A using the encryption key of self, and returns a random number A to reader/writer, reader/writer --**** — 
specification — a noncontact IC card — between — using - being common — encryption — a key — using the 
above — generation — having carried out — a random number — a — processing — a random number — A — 1 — 
asking — having asked — a random number — A — 1 - the above — a noncontact IC card — from — returning - 
having had — a random number — A — comparing . Reader/writer attests the noncontact IC card concerned 
with it being the thing of normal, when a random number A and random-number A' are in agreement. 
[0005] Next, a noncontact IC card transmits the random number b generated inside to reader/writer. In this 
case, reader/writer changes the received random number b into a random number B using the encryption key 
of self, and returns a random number B to a noncontact IC card, a noncontact IC card — specification — 
reader/writer — between — using — being common — encryption — a key — using — the above — generation — 
having carried out — a random number — b — processing - a random number — B - 1 — asking — having 
asked - a random number — B — ' — the above — reader/writer — from — returning — having had — a random 
number - B — comparing . A noncontact IC card attests the reader/writer concerned with it being the thing of 
normal, when a random number B and random-number B' are in agreement. 

[0006] In a noncontact IC card and reader/writer, the random-number generation circuit which generates the 
random number used by the above-mentioned mutual recognition processing is built in. Drawing! 0 is a 
circuit diagram of the random-number generation circuit 500 used conventionally. The random-number 
generation circuit 500 is a circuit called the so-called 48-bit M sequence random-number generation circuit, 
and consists of adders 507, 508, and 509 which constitute the adder circuit which inputs the sum total of the 
output of each bit shift register into the input terminal of 20 bit-shift register 506 of the first rank at 1 bit-shift 
register 501 by which cascade (multistage serial) connection was made, 2 bit-shift register 504, 25 bit-shift 
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register 505 and 20 bit-shift register 506, and a list. 

[0007] 1 bit- shift register 501 is constituted by the flip-flop 502 and the transfer gate 503 which operate 
synchronizing with the clock signal CLK outputted from the CLK circuit 510. When address 02E2H are 
chosen by CPU which is not illustrated and an address signal line switches from "L" to "H", the output of a 
flip-flop 502 is outputted as random-number data D10. 

[0008] The circuit of 2 bit-shift register 504, 25 bit-shift register 505, and 20 bit-shift register 506 connects to 
a serial the circuit as the above-mentioned 1 bit- shift register 501 where only the number of bits shifted 
respectively is the same. 2 bit- shift register 504 outputs the random-number data Dl 1 and D12, when address 
15F2H are chosen. 25 bit-shift register 505 outputs the random-number data D13-D17, D18-D1 15, D20-D27, 
and D28-D21 1, when address 15F2H, 15F3H, 15F4H, and 15F5H are chosen. 20 bit-shift register 506 outputs 
the random-number data D212-D215, D30-D37, and D38-D315, when address 15F5H, 15F6H, and 15F7H 
are chosen. 
[0009] 

[Problem(s) to be Solved by the Invention] The random number which the random-number generation circuit 
500 of the above-mentioned configuration generates has the predetermined generation pattern repeated a 
fixed period. For this reason, the commo data exchanged between reader/writer and a noncontact IC card may 
be intercepted, and the generation pattern of a random number may be specified. Thus, if the generation 
pattern of a random number is specified, a noncontact IC card can be forged by using the table on which 
neither an encryption key nor the contents of encryption processing was understood, but ** also matched the 
random number a and the random number A. Reader/writer can be forged by similarly using the table which 
matched the random number b and the random number B. 

[0010] In order to prevent effectively forgery of the noncontact IC card by tapping of the above-mentioned 
commo data, or reader/writer, a random-number generation circuit advanced even if it intercepts commo data, 
like a generation pattern is undecipherable is required. However, the size of a circuit will become large, 
although unjust decode of a random-number generation pattern can be effectively prevented if a random- 
number generation circuit is complicated. Especially in the case of a noncontact IC card, the smaller one of 
the size of the random-number generation circuit to build in is desirable. 

[001 1] A noncontact IC card needs to complete communications processing including mutual recognition 
processing, while being in the field in which reader/writer and a communication link are possible. For this 
reason, activation of communications processing more nearly high-speed than the IC card used inserting in a 
slot is required. Moreover, in the case of a noncontact IC card, two or more noncontact IC cards may enter at 
coincidence in the field in which reader/writer and a communication link are possible. In this case, each 
noncontact IC card needs to perform processing which avoids the collision with the response signal outputted 
from other noncontact IC cards, such as outputting the response signal over the polling signal from 
reader/writer before activation of communications processing including the above-mentioned mutual 
recognition processing to the timing based on the random number generated inside. In order to improve the 
transmission speed between a noncontact IC card and reader/writer, the random-number generation circuit 
which operates at high speed is required. 

[0012] This invention aims at offering the noncontact IC card which contains the random-number generation 
circuit which generates the difficult random-number data of the prediction which contributes to the 
miniaturization of the equipment which contains the circuit concerned with an easy configuration, and does 
not have regularity in a high speed, and the random-number generation circuit concerned, and the 
reader/writer for the noncontact IC cards which contain the random-number generation circuit concerned. 
[0013] 

[Means for Solving the Problem] Two or more clock synchronous type shift registers with which cascade 
connection of the 1 st random-number generation circuit of this invention was carried out, The circuit which 
searches for the sum total of the output of two or more shift registers in two or more above-mentioned shift 
registers, and inputs into the input terminal of the shift register of the first rank the total data for which it 
asked, It has the clock generation circuit which inputs a clock signal into each above-mentioned shift register. 
It is the random-number generation circuit which outputs the bit data which each shift register outputs as 
random-number data. One or more shift register in two or more above-mentioned shift registers It has an 
adder circuit adding the bit data inputted into an external signal input terminal and one or more bit data in the 
stored bit data through the above-mentioned external signal input terminal, and is characterized by outputting 



http://www4.ipdl.ncipi.go.jp/cgi-bin/tran__web_cgi_.ejje 



2/23/2005 



Page 3 of 10 



the bit data after addition by the adder circuit as random-number data. 

[0014] Two or more clock synchronous type shift registers with which cascade connection of the 2nd 
random-number generation circuit of this invention was carried out, The circuit which searches for the sum 
total of the output of two or more shift registers in two or more above-mentioned shift registers, and inputs 
into the input terminal of the shift register of the first rank the total data for which it asked, It has the clock 
generation circuit which inputs a clock signal into each above-mentioned shift register. It is the random- 
number generation circuit which outputs the bit data which each shift register outputs as random-number data. 
The above-mentioned clock generation circuit It consists of a CLK circuit which generates the clock signal of 
a predetermined frequency, and a PLL circuit which receives the clock signal generated by the above- 
mentioned CLK circuit as a reference frequency signal, and is characterized by outputting the output of the 
above-mentioned PLL circuit to each above-mentioned shift register. 

[0015] The flip-flop of a clock synchronous type with which the 3rd random-number generation circuit of this 
invention constitutes the above-mentioned shift register in the above 1 st or the 2nd random-number 
generation circuit It has the 1st component which makes "H" the data outputted to a power up, and the 2nd 
component which sets to "L" the data which have the same drive capacity as the 1 st component, and are 
outputted to a power up. It is characterized by connecting wiring and the transistor of the respectively same 
capacity to the output terminal of the 1 st and 2nd components of the above. 

[0016] The 4th random-number generation circuit of this invention is further equipped with the reset circuit 
which outputs a reset signal to each shift register according to the input of a reset demand signal in the above 
1 st thru/or which [ 3rd ] random-number generation circuit, the above-mentioned clock generation circuit 
suspends the output to each shift register of a clock signal according to the input of a clock stop signal, and it 
is characterized by to have the logical circuit which outputs a clock signal to each shift register according to 
the input of a clock actuating signal. 

[0017] The noncontact IC card of this invention is a noncontact IC card which contains the above 1st thru/or 
which [ 4th ] random-number generation circuit, is equipped with the control means which performs 
communications processing between the reader/writers for noncontact IC cards concerned using the random- 
number data outputted from the above-mentioned random-number generation circuit which carries out built- 
in, and is characterized by connecting to the above-mentioned external signal input terminal the 
predetermined signal line used by the above-mentioned control means. 

[0018] The reader/writer of this invention is reader/writer for noncontact IC cards which carries out the 
internal organs of the above 1st thru/or which [ 4th ] random-number generation circuit, and is characterized 
by connecting to the above-mentioned external signal input terminal the predetermined signal line which is 
equipped with the control means which performs communications processing using the random-number data 
outputted from the above-mentioned random-number generation circuit which carries out built-in, and is used 
by the above-mentioned control means between corresponding noncontact IC cards. 

[0019] Carry out the internal organs of the random-number generation circuit of the above 4th, and it has the 
control means which performs predetermined processing using the random-number data outputted from the 
random-number generation circuit concerned to build in. While the predetermined signal line used by the 
above-mentioned control means is the test approach of the equipment connected to the above-mentioned 
external signal input terminal and outputs a clock stop signal to the logical circuit of a clock generation circuit 
After outputting a reset demand signal to a reset circuit, test processing of the above-mentioned equipment is 
performed at the same time it outputs a clock actuating signal to the logical circuit of a clock generation 
circuit. Read the value of the random-number data which output a clock stop signal to completion and 
coincidence of the above-mentioned test processing in the logical circuit of a clock generation circuit, and are 
outputted from an output means, and by the comparison with the random-number data and criteria data which 
were read Malfunction detection of a system is performed and the above-mentioned random-number 
generation circuit which carries out built-in is used as a test circuit. Thereby, the circuit only for tests can be 
made unnecessary and the miniaturization of equipment can be attained. 
[0020] 

[Embodiment of the Invention] The noncontact IC card which contains the random-number generation circuit 
concerning the gestalt of operation and the random-number generation circuit concerned hereafter, and the 
reader/writer for the noncontact IC cards which contain the random-number generation circuit concerned are 
explained referring to an attached drawing. 
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[0021] (1) Assume adopting as the automatic wicket system of a subway the noncontact IC card which 
contains the random-number generation circuit concerning the gestalt of noncontact IC card book operation. 
As shown in drawing 1 , more specifically, the case where those who have the noncontact IC card 
100,200,300 which has a function as a commuter pass or a coupon ticket pass through the reader/writer 400 
front which functions as an automatic ticket gate in order is assumed. In case reader/writer 400 passes through 
a front, it recognizes in order the noncontact IC card 100,200,300 which enters in a communications area, 
when the information about the classification of a commuter pass or a coupon ticket and a card are commuter 
passes and information, such as an expiration date, and a card are coupon tickets, it reads information, such as 
the remaining number of sheets, and it updates the information on each card further if needed. 
[0022] (2) The authentication reader/writer 400 of a noncontact IC card performs mutual recognition 
processing between the noncontact IC cards which have answered a letter in the predetermined response 
signal to the polling signal which self sends. Drawing 2 is drawing showing the sequence of the mutual 
recognition processing performed between a noncontact IC card 100 and reader/writer 400. First, the random 
number a for authentication generated by the random-number generation circuit built in from reader/writer 
400 to a noncontact IC card 100 is transmitted (step SI). The noncontact IC card 100 which received the 
random number a for authentication in the communications area changes a random number a into a random 
number A using the encryption key of self, and the random number b for authentication which generated the 
random number A by the random-number generation circuit to build in while answering a letter to 
reader/writer 400 is transmitted (step S2). Reader/writer 400 changes a random number a into random- 
number A f using the noncontact IC card to access and the encryption key used in common, and when the 
random number A answered from random-number A ? and a noncontact IC card 1 00 is in agreement, it attests 
a noncontact IC card 100. Moreover, the random number b transmitted from the noncontact IC card 100 is 
changed into a random number B using the encryption key of self, and a letter is answered to a noncontact IC 
card 100 in a random number B (step S3). A noncontact IC card 100 changes a random number b into 
random-number B' using the reader/writer to access and the encryption key used in common, and 
reader/writer 400 is attested when the random number B to which it has been answered as random-number B' 
is in agreement (step S4). 

[0023] (3) A noncontact IC card and the block diagram_3 of reader/writer are a noncontact IC card 100 and a 
block block diagram of reader/writer 400. In addition, the configuration of a noncontact IC card 200,300 is 
the same as a noncontact IC card 100, and the duplicate explanation is omitted. 

[0024] A noncontact IC card 100 is a cell loess type noncontact IC card. A power circuit 1 80 supplies the 
signal acquired by an antenna's 101 receiving the RF signal transmitted from reader/writer 400, and rectifying 
the received RF signal to each internal circuitry which includes the clock generation circuit 130 as a supply 
signal of an electrical potential difference Vcc. The configuration of a power circuit 180 is explained later. 
[0025] The clock generation circuit 130 is driven with the electrical potential difference Vcc supplied from 
the above-mentioned power circuit 180, and is outputted to CPU 103 which is arithmetic and program control 
about a clock signal CLK, the random bit generation circuit 110 which constitutes the random-number 
generation circuit 107, and other circuit elements. The configuration of the clock generation circuit 130 is 
explained later. 

[0026] The transceiver circuit 102, ROM 104 and RAM 105, the information storage section 106, and the 
random-number generation circuit 107 are connected to CPU 103 through the system bus 170. It connects with 
the antenna 101, and the transceiver circuit 102 performs processing which extracts an instruction and data 
from the RF signal received through the antenna 101, and is outputted to CPU 103 while sending outside the 
RF signal which carried the instruction sent from CPU 103, and data through an antenna 101. ROM 104 stores 
the program which performs communications processing, such as mutual recognition processing with 
reader/writer 400. RAM 105 is used at the time of activation by CPU 103 of the program stored in ROM 104. 
The information Records Department 106 holds the information on propers, such as an expiration date of a 
card, and effective entrainment area, when the original information 100, for example, a noncontact IC card, 
functions as commuter passes. CPU 103 updates information memorized to the above-mentioned information 
Records Department 106 if needed with activation of communications processing with reader/writer 400. The 
random-number generation circuit 107 outputs the random-number data used by mutual recognition 
processing with reader/writer 400 etc. according to selection of the predetermined address by CPU 103 to the 
above CPU 103. 
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[0027] The random-number generation circuit 107 consists of a decoder 108, a random bit generation circuit 
110, and a reset circuit 140. A decoder 108 decodes the data of an address signal inputted through the system 
bus 170 of CPU 103, and outputs them to the random bit generation circuit 110. The random bit generation 
circuit 1 10 is inputted in order that the data of an address signal which flow to a system bus 170, the data of a 
data signal, and the data of other signals may complicate the random-number data generated inside, and when 
the predetermined address is chosen through the above-mentioned decoder 108, it outputs 3 bytes (48 bits) of 
random-number data to CPU 103 in total. A reset circuit 140 outputs a predetermined reset signal to the 
random bit generation circuit 140 according to control of CPU 103. In addition, the configuration of the 
random bit generation circuit 110 and a reset circuit 140 is explained in detail later. 

[0028] Reader/writer 400 consists of the transceiver circuit 402 which transmits and receives the RF signal in 
which an instruction and data appeared using the antenna 401 and the above-mentioned antenna 401, CPU403 
which is arithmetic and program control, RAM405 used at the time of the program execution by ROM404 
and CPU403 which store the communications program including mutual recognition processing with the 
above-mentioned noncontact IC card 100, an interface 406, and a random-number generation circuit 407. In 
addition, the random-number generation circuit 407 is the same configuration as the random-number 
generation circuit 107 built in a noncontact IC card 100. 

[0029] In reader/writer 400, CPU403 which is arithmetic and program control is connected to the transceiver 
circuit 402, ROM404 and RAM405, the interface 406, and the random-number generation circuit 407 through 
the system bus. The transceiver circuit 402 sends the high frequency signal which carried the instruction and 
data from CPU403 through an antenna 401 while it extracts an instruction and data from the high frequency 
signal received through the antenna 401 connected and outputs them to CPU403. The random-number data 
with a noncontact IC card 1 00 obtained from the random-number generation circuit 407 at the time of 
activation of mutual recognition processing are used for CPU403. CPU403 outputs the result of 
communications processing to each processor through an interface 406. 

[0030] D rawing 4 is drawing showing the configuration of a power circuit 180. A power circuit 180 is 
constituted from capacity 185 by the diodes 181, 182, 183, and 184 and the list which constitute a rectifier 
circuit. The rectifier circuit concerned rectifies the RF signal inputted through an antenna 101, and outputs it 
to each internal circuitry by making the signal after the rectification concerned into an electrical-potential- 
difference supply signal. 

[003 1 ] Drawing 5 is a graph which shows change of the potential of the electrical-potential-difference supply 
signal outputted from a power circuit 1 80 from reception initiation of the RF signal from reader/writer 400. In 
order for the potential of the electrical-potential-difference supply signal outputted from a power circuit 1 80 
to become default value Vcc so that it may illustrate, after starting reception of a RF signal, predetermined 
time amount is required. In addition, the time amount taken for the potential of an electrical-potential- 
difference supply signal to serve as Vcc changes with communication environment with reader/writer 400. 
[0032] (4) The random-number generation circuit diagramj) is drawing showing the detailed configuration of 
the clock generation circuit 130 in the random bit generation circuit 110 built in the random-number 
generation circuit 107 and a reset circuit 140, and a list. 

[0033] (4-1) The random bit generation circuit random bit generation circuit 110 1 bit- shift register 111 which 
constitutes the so-called 48-bit M sequence random-number generation circuit, 2 bit-shift register 115, and 25 
bit-shift register 122 - and On the bit data and the concrete target which change with the contents of the 
processing which CPU 103 performs to each bit data stored in 20 bit-shift register 123 with time amount each 
bit data A0-A19 of the 20-bit address signal which passes along a system bus 170, and each bit data D0-D15 
of a 16-bit data signal ~ and It is characterized by adopting a total of the bytes [ 3 bytes which adds 
respectively a total of each 12-bit bit data which consist of other signals, and is added and obtained ], i.e., 48 
bits, data D10-D1 15, D20-D215, and the configuration that outputs D30-D315 as random-number data. 
[0034] By adopting the above-mentioned configuration, the difficult random-number data of irregular 
prediction are generable. Even if this intercepts the commo data performed between a noncontact IC card 100 
and reader/writer 400, it becomes difficult to specify the generation pattern of a random number, and forgery 
of a noncontact IC card can be prevented effectively. Moreover, since the easy configuration which connected 
the shift register and the adder (EXOR gate) is used for the random bit generation circuit 1 10, it can generate 
a high-speed random number. 

[0035] Hereafter, it explains in full detail about the configuration of the random bit generation circuit 110. 
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The random bit generation circuit 110 consists of three adders 124,125,126 which constitute the circuit which 
outputs the sum total of the output of each shift register to 20 bit-shift register 123 of the first rank at 1 bit- 
shift register 1 1 1 by which cascade (multistage serial) connection was made, 2 bit-shift register 1 15, 25 bit- 
shift register 122 and 20 bit-shift register 123, and a list. 

[0036] The input terminal of 20 bit-shift register 123 is connected to the output terminal of an adder 126. The 
output terminal of 20 bit-shift register 123 is connected to the input terminal of an adder 126, and the input 
terminal of 25 bit-shift register 122. The output terminal of 25 bit-shift register 122 is connected to the input 
terminal of an adder 125, and the input terminal of 2 bit- shift register 115. The output terminal of 2 bit- shift 
register 1 15 is connected to the input terminal of an adder 124, and the input terminal of 1 bit-shift register 
111. The output terminal of 1 bit-shift register 1 1 1 is connected to the input terminal of an adder 124. The 
output terminal of an adder 124 is connected to the input terminal of an adder 125. The output terminal of an 
adder 125 is connected to the input terminal of an adder 126. 

[0037] Address 15F2H are chosen through a decoder 108, and 1 bit-shift register 1 1 1 outputs the data D10 of 
bitO of the data which add the data DO of bitO of a 16-bit data signal which flow a system bus 170 to 1 bit data 
to store, and are obtained as random-number data, when a corresponding address signal line switches from 
"L" to "H". 

[0038] 1 bit-shift register 111 consists of an adder 1 12, a flip-flop 113, and the transfer gate 1 14. It consists of 
the EXOR gates and an adder 112 inputs into a flip-flop 1 13 the data of bitO which adds the data DO of bitO of 
16 bit-data signals inputted into the output of 2 bit-shift register 115 prepared in the preceding paragraph 
through a system bus 170, and is obtained. A flip-flop 1 13 is a flip-flop of a clock synchronous type, and 
operates synchronizing with the transition timing of the clock signal CLK inputted into a clock input terminal. 
Address 15F2H are chosen, and the transfer gate 114 outputs the output Q of a flip-flop 1 13 as random- 
number data D10, when a corresponding address signal line switches from "L" to "H". 
[0039] Address 15F2H are chosen through a decoder 108, and 2 bit-shift register 115 outputs the data Dl 1 
and D12 adding the data Dl of the data D2 and bitl of bit2 of 16 bit-data signals inputted into each stored 2- 
bit bit data through a data bus as random-number data, when a corresponding address signal line switches 
from "L" to "H". 

[0040] 2 bit-shift register 115 connects 1 bit-shift register to a two-step serial so that it may illustrate. That is, 
the 1st 1 bit-shift register is constituted from an adder 1 16, a flip-flop 117, and the transfer gate 118, and the 
2nd 1 bit-shift register consists of next adders 119, flip-flops 120, and tolan FUFA gates 121. The same is 
said also of 25 bit-shift register 122 and 20 bit-shift register 123 which are explained below. Since the 
contents of processing of the signal in each shift register are the same as that of the above-mentioned 1 bit- 
shift register 111, explanation here is omitted. 

[0041] 25 bit-shift register 122 to each stored 25-bit bit data each bit data A0-A1 1 of bitO-bitl 1 of a 20-bit 
address signal inputted through an address bus — and The 25-bit bit data D13-D17 which add each bit data 
D3-D15 of bit3-bitl5 of a 16-bit data signal inputted through a data bus, and are obtained, D18-D1 15, D20- 
D27, and D28-D21 1 It outputs according to selection of address 15F2H, 15F3H, 15F4H, and 15F5H. 
[0042] 20 bit-shift register 123 to each 20-bit bit data stored each bit data Rev0-Rev7 of each 8-bit bit data 
bit0-bit7 which consist of signals other than a data signal and an address signal — and The 20-bit data D212- 
D215 adding each bit data A12-A19 of bitl2-bitl9 of a 20-bit address signal inputted through an address bus, 
D30-D37, and D38-D315 It outputs according to selection of address 15F5H, 15F6H, and 15F7H. 
[0043] In the random bit generation circuit 1 10, the configuration adding each bit data which constitute the 
address signal and data signal which flow a system bus 170, and other signals is adopted to each bit data 
stored in each bit shift register 1 1 1,1 15,122 and 123 so that it may mention above. Since the value of the 
signal which flows to a system bus 1 70 changes variously in connection with the contents of processing to 
perform, it can generate the difficult random-number data of irregular prediction. Even if this intercepts the 
commo data exchanged between a noncontact IC card 100 and reader/writer 400, it becomes difficult to 
specify the generation pattern of a random number, and it can prevent forgery of a noncontact IC card 
effectively. Moreover, since the random bit generation circuit 1 10 is the easy configuration which connected 
the shift register and the adder (EXOR gate), it can generate a high-speed random number. 
[0044] Although the configuration which inputs into the input terminal of 20 bit-shift register 123 of the first 
rank the sum total of the output of all shift registers which carried out cascade connection is used for the 
above-mentioned random bit generation circuit 1 10, it should just be the configuration of inputting into the 
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input terminal of 20 bit-shift register 123 of the first rank the sum total of the output of two or more of four 
shift registers which are not limited to this but constitute the random bit generation circuit 110. 
[0045] Moreover, although the configuration which outputs the bit data stored in all shift registers 
corresponding to selection of the predetermined address by CPU 103 as random-number data is used for the 
random bit generation circuit 1 10, it should just be a configuration which is not limited to this but outputs one 
or more bit data. 

[0046] Furthermore, although the configuration which adds the bit data of a system bus 170 to all the bit data 
stored in each shift register is used for the random bit generation circuit 1 10, it should just be the 
configuration of adding the bit data of a system bus 170 to one or more bit data in the bit data which it is not 
limited to this but are stored in a shift register. 

[0047] (4-2) The reset circuit reset circuit 140 consists of 2 input NAND gates 141 . The address signal line of 
address 15F1H is connected to the input terminal of NAND gate 141, and when a write-in instruction is 
issued by the remaining input terminals, W signal line which switches from "L" to "H" is connected. CPU 103 
can reset each shift register 1 1 1,1 15,122,123 which constitutes the random bit generation circuit 110 from 
writing in data to address 15F1H. 

[0048] (4-3) As shown in the clock generation circuit diagram 6 , the clock generation circuit 130 consists of 
a CLK circuit 131, PLL132, and NAND gate 133. The CLK circuit 131 is outputted to the PLL circuit 132 of 
the next step by making the clock signal of a predetermined period into a reference frequency signal at the 
same time an electrical-potential-difference supply signal is outputted from a power circuit 180. As everyone 
knows, the PLL circuit 132 outputs the clock signal of the frequency decided in proportion to the potential of 
the electrical -potential-difference supply signal outputted from a power circuit 1 80 until it converges on the 
frequency of the above-mentioned reference frequency signal. The output terminal of the PLL circuit 132 is 
connected to one input terminal of 2 input NAND gate 133. The data bO of bitO of address 15F0H after 
decoding are inputted into another input terminal of NAND gate 133. Usually, the data bO of address 15F0H 
are set as "L", and NAND gate 133 outputs the reversal signal of the clock signal CLK from the PLL circuit 
131 to each shift registers 111, 115, 122, and 123 which constitute the random bit generation circuit 110. 
[0049] The frequency of the clock signal which the clock generation circuit 130 outputs is decided by 
potential of the electrical-potential-difference supply signal outputted from a power circuit 180 so that it may 
mention above. For this reason, even if it reads random-number data to the completely same timing until the 
potential of the electrical-potential-difference supply signal outputted from a power circuit 1 80 is stabilized in 
default value Vcc, the values of the random-number data outputted from the random bit generation circuit 110 
differ. Moreover, since the reading timing of the above-mentioned random-number data changes delicately 
with dispersion in each component part even if it is the noncontact IC card 200 of the completely same 
configuration as a noncontact IC card 100, and 300, the random-number data outputted from the random bit 
generation circuit 110 immediately after powering on differ for every card. Thus, by adopting the clock 
generation circuit 130 of the above-mentioned configuration, specification of the generating pattern of the 
random-number data based on tapping of commo data can be made much more difficult. 
[0050] In addition, in the clock generation circuit 130 of the above-mentioned configuration, if the data bO of 
bitO of address 15F0H are rewritten "from L"" to H" by CPU103, NAND gate 133 will output only "H". In 
this, the output of the clock signal to each shift registers 111, 115, 122, and 123 which constitute the random 
bit generation circuit 1 10 stops, and the function of each shift register stops. Moreover, the output of the clock 
signal to each shift register can be resumed by rewriting the value of the data bO of bitO of address 1 5F0H 
from "H" to "L." Thus, CPU 103 can operate and stop the random bit generation circuit 110. 
[0051] (4-4) The clock synchronous type flip-flop 113 which constitutes the flip-flop 1 bit-shift register 1 1 1 is 
characterized by to make the same wiring capacity connected to the output terminal of the 1st and 2nd 
components of the above while it is equipped with the same drive capacity as the 1 st component which makes 
"H" the data outputted to a power up, and the 1st component of the above and is equipped with the 2nd 
component which sets to M L" the data outputted to a power up. The probability for the data outputted to a 
power up to be set to "H" or "L" by this is made 50%. 

[0052] Drawing 7 is drawing showing the configuration of a flip-flop 113. One input terminal of 2 input OR 
gate 150 is connected to the input terminal of a clock signal CLK, and the input terminal of another side is 
connected to the input terminal of data signal D. The output terminal of the OR gate 150 is connected to one 
input terminal of 2 input NAND gate 151. The output terminal of NAND gate 151 is connected to the drain 
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electrode of the N-channel MOS transistor 159 with which one input terminal, gate electrode, and source 
electrode of 2 input NAND gate 1 53 are grounded, and one input terminal of 2 input AND gate 1 54. One 
input terminal of 2 input OR gate 152 is connected to the input terminal of a clock signal CLK, and the input 
terminal of another side is connected to the input terminal of data signal D through the inverter 160. The 
output terminal of the OR gate 1 52 is connected to one input terminal of 2 input NAND gate 153. The output 
terminal of NAND gate 153 is connected to the remaining input terminals of NAND gate 151, the drain 
electrode of the N-channel MOS transistor 158, and one input terminal of 2 input AND gate 156. The reset 
terminal is connected to the gate electrode of the N-channel MOS transistor 158. The output terminal of the 
NOR gate 155 is connected to the output terminal of Data Q, and the input terminal of the NOR gate 157. The 
output terminal of the NOR gate 157 is connected to the output terminal of the reversal signal QB of Data Q, 
and the input terminal of the NOR gate 155. 

[0053] The thing of the same drive capacity is used for NAND gates 151 and 153 which are the components 
which affect the value of the data outputted to a power up in the flip-flop 1 13 of the above-mentioned 
configuration. Moreover, while designing identically the wire length connected to the output terminal of 
NAND gates 151 and 153 so that the wiring capacity connected to the output terminal of NAND gates 151 
and 153 concerned may become the same, in order to compensate the capacity added to wiring by the N- 
channel MOS transistor 158 to which a reset terminal is connected, MOS transistor 159 of the same 
specification as MOS transistor 158 is formed in a correspondence part. Thereby, the probability for the value 
of the signal outputted to a power up from a flip-flop 1 13 at an output terminal D to be "H" or "L" can be 
made 50%. 

[0054] In the random bit generation circuit 110, the flip-flop of the same configuration as the above- 
mentioned flip-flop 1 13 is adopted also as 2 bit-shift register 1 15, 25 bit-shift register 122, and 20 bit-shift 
register 123. Since initial value without a bias is outputted from each shift register by this at the time of 
starting of a noncontact IC card 100, prediction of random-number data can be made much more difficult. 
[0055] (5) Explain the contents of the random-number generation processing which CPU 103 performs using 
the random-number generation circuit 1 1 0 of the above-mentioned configuration below random-number 
generation processing. Drawing 8 is the flow chart of random-number generation processing. First, the data 
bO of bitO of address 15F0H are set to "0" (step S5). Thereby, the output of the clock signal CLK from the 
clock generation circuit 130 stops, and actuation of the random bit generation circuit 110 stops in connection 
with this. Address 15F2H-15F7H are chosen, a corresponding address signal line is switched to "H" from "L", 
and data D10-D1 15, D20-D215, and D30-D315 are read as random-number data (step S6). Furthermore, 
when another random number is required (it is YES at step S7), the data bO of bitO of address 15F0H are set 
to "1", and after starting the random bit generation circuit 1 10, it returns to (step S8) and the above-mentioned 
step S5. When the random number beyond this is unnecessary, NO) and processing are ended at the (step S7. 
By performing the above-mentioned random-number generation processing, CPU 103 can extract the random- 
number data generated to predetermined timing in the random-number generation circuit 110. 
[0056] (6) The random-number generation circuit 107 is characterized by generating the difficult random 
number of the prediction which is irregular using the data which flow a system bus 1 70 so that test processing 
**** may be carried out. By the way, in the condition that the clock signal CLK of a predetermined 
frequency is inputted, after resetting the random bit generation circuit 110, the case where test processing of a 
noncontact IC card 1 00 is performed is assumed. When a circuit is normal, the random-number data outputted 
from the random bit generation circuit 1 10 immediately after activation of test processing always serve as a 
fixed value. If the property concerned is used, the random-number generation circuit 1 07 can be used as 
operation-test equipment of a noncontact IC card 100. By using the random-number generation circuit 107 as 
test equipment, the circuit only for tests can be made unnecessary and the miniaturization of a noncontact IC 
card 1 00 can be attained. 

[0057] Drawi ng 9 is the flow chart of the test processing which CPU 103 performs using the random bit 
generation circuit 1 10. First, the potential of the electrical-potential-difference supply signal supplied to the 
PLL circuit 133 of the clock generation circuit 130 from a power circuit 180 is stabilized in default value Vcc, 
and in the condition of being stabilized and outputted, the clock signal CLK of a predetermined frequency 
sets the data bO of bitO of address 15F0H to "0", and suspends a halt, i.e., actuation of the random bit circuit 
110, for actuation of the clock generation circuit 130 (step S10). Dummy data is written in address 15F1H, 
the value of the write-in instruction W is switched to "H" from "L", a reset circuit 140 is functioned, and the 
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data in each shift register 1 1 1,1 15,122,123 (data of address 15F2H-15F7H) are cleared (step SI 1). The data 
bO of bitO of 15F0H are set to "1", and the clock generation circuit 130 is started (step SI 2). The program for 
a test memorized to ROM 104 is performed (step SI 3). The data bO of bitO of address 15F0H are set to "0" 
after the program execution completion for a test, and actuation of the clock generation circuit 130 is 
suspended (step SI 4). The address signal line which chooses address 15F2H-15F7H, and corresponds is 
switched to "H" from "L", and each bit data D10-D1 15, D20-D215, and D30-D315 are read (step SI 5). 
[0058] When an internal circuit is normal, the value of each bit data D10-D1 15 read in the above-mentioned 
step SI 5, D20-D215, and D30-D315 shows a fixed value. Then, the comparison with the value of each bit 
data read at the above-mentioned step SI 5 and the reference value of each bit data, for example, the value of 
each bit data read last time, and the value of each bit data memorized beforehand is performed, and it judges 
whether certain un-arranging has arisen inside the circuit (step SI 6). as a result of a comparison, when the 
value of each bit data which carried out [ above-mentioned ] reading appearance is the same as a reference 
value, it judges that it is normal and processing is ended (it is YES at step SI 6). processing is ended, after 
judging that abnormalities are in a circuit (it is NO at step SI 6) and, performing abnormality cure processing 
(step SI 7) of protection of an in-house data etc. on the other hand, when at least each one bit data which 
carried out [ above-mentioned ] reading appearance differ from a reference value. 

[0059] Since the random-number generation circuit 107 generates a random number using the value of each 
bit data inputted through a system bus 1 70, such as an address signal and a data signal, it can generate the 
difficult random-number data of irregular prediction, so that it may explain above. Moreover, miniaturization 
of a circuit and high-speed random-number generation are realized by adopting the random bit generation 
circuit 1 1 0 of an easy configuration of consisting of a shift register and an adder. Furthermore, by using the 
above-mentioned random bit generation circuit 1 1 0 as test equipment of a noncontact IC card 1 00, the test 
circuit of dedication can be eliminated and the miniaturization of a noncontact IC card 100 can be attained. 
[0060] In addition, reader/writer 400 is equipped with the random-number generation circuit 407 of the same 
configuration as the random-number generation circuit 107 with which a noncontact IC card 100 is equipped. 
For this reason, the irregular difficult random-number data of prediction as well as [ reader/writer 400 ] the 
above-mentioned noncontact IC card 100 are quickly generable. Furthermore, by using the random bit 
generation circuit (not shown) with which the random-number generation circuit 407 is equipped as test 
equipment of reader/writer 400, the test circuit of dedication can be eliminated and the miniaturization of 
reader/writer 400 can be attained. 
[0061] 

[Effect of the Invention] Since the 1st random-number generation circuit of this invention generates random- 
number data using the bit data which flow to the external signal line, it can generate the difficult random- 
number data of irregular prediction. Moreover, since the random-number generation circuit concerned is an 
easy configuration which comes to carry out cascade connection of the shift register, generation of high-speed 
random-number data is possible for it. 

[0062] using the PLL circuit which outputs the clock signal of the frequency decided by the value of the 
supply voltage supplied to a clock generation circuit in the 2nd random-number generation circuit of this 
invention until it converges on the same frequency as a reference frequency signal — for example, difference 
of the value of the random-number data with which the noncontact IC card which contains the 2nd random- 
number generation circuit concerned is also outputted immediately after current supply initiation by 
dispersion in each component part etc. can be carried out. 

[0063] The 3rd random-number generation circuit of this invention is set in the above 1st or the 2nd random- 
number generation circuit. Furthermore, the 1st component which makes "H" the data outputted to the power 
up of the clock synchronous type flip-flop which constitutes each shift register, The probability which is "data 
outputted to power up by having made the same drive capacity of 2nd component made into L", and having 
connected wiring and transistor of same capacity as output terminal of 1st and 2nd components of the above" 
H" or "L" can be made 50%. Thereby, at the time of the injection of a power source, initial value without a 
bias is outputted from each shift register, and prediction of random-number data can be made much more 
difficult. 

[0064] the 4th random-number generation circuit of this invention ~ the above - in which random-number 
generation circuit, further, the need can be accepted, and the output of a clock signal can be stopped or 
operated. Thereby, reading of the random-number data of predetermined timing becomes possible. Moreover, 
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the bit data stored in each shift register if needed are resettable. 

[0065] Since the noncontact IC card of this invention can acquire the difficult random-number data of 
irregular prediction quickly by having the random-number generation circuit of one of the above, it can 
perform high-speed communications processing between corresponding reader/ writers. 
[0066] Since the reader/writer of this invention can acquire the difficult random-number data of irregular 
prediction quickly by having the random-number generation circuit of one of the above, it can perform high- 
speed communications processing between corresponding noncontact IC cards. 

[0067] If the test approach of this invention of using the random-number generation circuit of the above 4th 
as test equipment is adopted, the circuit only for tests becomes unnecessary and the miniaturization of 
equipment can be attained. 
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